
2

Pro-Russian and xenophobic 
disinformation are relying 
more and more on generative-AI

Monthly brief no. 54 – EDMO fact-checking network

European Digital Media Observatory 

Published on 17 December 2025



European Digital Media Observatory 

THE WAR IN UKRAINE AND IMMIGRATION ARE THE MOST 
TARGETED TOPICS IN NOVEMBER 

The 32 organizations* part of the EDMO fact-checking network that contributed to this brief published a total 
of 1.486 fact-checking articles in November 2025. Out of these articles, 148 (10%) focused on Ukraine-related 
disinformation; 130 (9%) on disinformation related to immigration;  87 (6%) on disinformation related to the EU; 
69 (5%) focused on climate change-related disinformation; 49 (3%) on COVID-19-related disinformation; 27 (2%) 
on disinformation about LGBTQ+ and gender issues; and 13 (1%) on the crisis in Gaza.  

Likely driven by media attention on the conflict and related peace-talks, disinformation about the war in Ukraine 
increased by four percentage points; meanwhile, disinformation about migrants increased by one percentage 
point for the fourth month in a row. On the other hand, lower attention towards the crisis in Gaza made 
disinformation on the matter drop by six percentage points in the month of November. 

The volume of disinformation on the other topics monitored by these briefs remained stable, with only 
minor fluctuations. 

* Organizations that contributed to this brief: 15min, AFP, APA, CORRECTIV, Deutsche Welle, Delfi Estonia, Delfi Lithuania, Demagog.cz, Demagog.pl, 
Demagog.sk, dpa, EFE Verifica, Ellinika Hoaxes, FactReview, Factcheck Vlaanderen, Faktabaari, Faktisk, Funky Citizens, INFOVERITAS, Källkritikbyrån, 
Knack, Lakmusz, Maldita.es, Newtral, Oštro, Pagella/Facta, Polígrafo, Pravda Poland, Re:Baltica, The Journal, TjekDet, VerificaRTVE.
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DISINFORMATION ON THE WAR IN UKRAINE 

In November, pro-Russian disinformation focused on depicting Ukraine’s military as weak and on the brink 
of collapse. With the aid of AI (see slide n.6), numerous synthetic videos were created and circulated across 
Europe, falsely showing Ukrainian troops surrendering – particularly in the Pokrovsk sector, where a Russian 
offensive was underway  (see slide n.7). Following this trend, news circulated that “desks of shame” 
have appeared in Ukrainian schools for children whose fathers left military units. 

The Ukrainian political leadership was also a target, with disinformation efforts aiming to depict Ukraine 
and - unsurprisingly - the president of Ukraine Volodymyr Zelensky as corrupted. One claim alleged that 
Zelensky holds Russian citizenship and luxury real estate in Moscow, while another news reported that 
he supposedly purchased a ranch in Wyoming, USA, for 79.5 million dollars. Given the verified and reliable 
reports about a corruption scandal in Kiev emerged in November, it is likely that Russian disinformation 
will exploit this development to reinforce its message that Ukraine is generally corrupt and therefore 
unworthy of being supported by its allies.

https://poligrafo.sapo.pt/fact-check/este-video-que-mostra-jovem-soldado-ucraniano-a-chorar-por-ser-obrigado-a-ir-para-a-guerra-e-real/
https://www.facta.news/antibufale/video-soldati-ucraini-resa
https://rus.delfi.ee/statja/120418026/pravda-li-v-ukrainskih-shkolah-poyavilis-party-pozora-dlya-detey-chi-otcy-ostavili-voinskie-chasti
https://edmo.eu/publications/edmo-zelensky-buying-stuff-how-to-prebunk-and-ridicule-russian-disinformation/
https://rus.delfi.ee/statja/120419141/pravda-li-chto-hakery-iz-anonymous-opublikovali-rossiyskiy-pasport-zelenskogo-i-vypisku-o-ego-kvartire-v-moskve
https://demagog.sk/zelenskyj-nekupil-ranc-v-usa-zaujem-on-ma-americka-rodinna-farma
https://www.politico.eu/article/ukraine-corruption-scandal-explained-100m-plot-rocking-volodymyr-zelenskyy-energy-sector/
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DISINFORMATION ON IMMIGRATION AND ISLAMOPHOBIC NARRATIVES

A common disinformation narrative spread by far-right groups focuses on European immigration policies, 
portraying them as prioritising migrants over locals. In Germany, false claims circulated about a new law  
allegedly forcing citizens to give up spare rooms in their homes to refugees or other citizens. In Greece, 
a new directive from the Ministry of Migration and Asylum was misrepresented as allowing undocumented
migrants to work in the country. AI as well as traditional techniques have also been used to spread 
the claim that hordes of migrants are coming to Europe. 

These narratives bind well with the unfounded conspiracy theory of the “Great replacement”, fueled by 
far-right forces who exploit the migrant background of muslim communities in Europe. In several countries, 
false news circulated that Muslim groups protested against Christmas, while AI-generated pictures of 
Christmas markets surrounded by barriers contributed to rising islamophobia online. Sensitive topics such 
as children education and the freedom of women were also exploited in Northern Ireland, where false 
news circulated that the teaching of Christianity has been banned from schools, while in Belgium 
a woman wearing an Islamic veil was allegedly attacked by Muslim men for showing her bare arms.

https://www.factual.ro/dezinformari-retele-sociale/fals-cei-care-au-prea-mult-spatiu-de-locuit-vor-fi-obligati-sa-il-imparta-cu-alti-cetateni/
https://www.ellinikahoaxes.gr/2025/11/10/metanasteftiko-ochi-to-2025-den-psifistike-nea-diataxi-pou-dinei-kata-parekklisi-dikaioma-ergasias-se-paratypous-metanastes/
https://www.ellinikahoaxes.gr/2025/11/10/metanasteftiko-ochi-to-2025-den-psifistike-nea-diataxi-pou-dinei-kata-parekklisi-dikaioma-ergasias-se-paratypous-metanastes/
https://factcheckgreek.afp.com/doc.afp.com.84989WE
https://factcheckgreek.afp.com/doc.afp.com.83L8663
https://theconversation.com/what-is-the-great-replacement-theory-a-scholar-of-race-relations-explains-224835
https://verifica.efe.com/no-es-una-protesta-de-musulmanes-contra-la-navidad-en-alemania/
https://demagog.org.pl/fake_news/muzulmanie-otoczyli-jarmark-bozonarodzeniowy-to-falszywy-kontekst/
https://www.rtve.es/noticias/20251125/no-protesta-musulmanes-contra-feria-navidena-alemania-falso/16830578.shtml
https://www.facta.news/antibufale/musulmani-mercatini-di-natale-germania
https://provjeracinjenica.afp.com/doc.afp.com.839N9NV
https://provjeracinjenica.afp.com/doc.afp.com.839N9NV
https://www.thejournal.ie/northern-ireland-christianity-in-schools-supreme-court-judgement-religion-factcheck-debunked-6888382-Nov2025/
https://verifica.efe.com/agresion-a-una-mujer-musulmana-por-llevar-los-brazos-descubiertos-amberes/
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AI-GENERATEd DISINFORMATION TOUCHES A NEW RECORD 

The share of disinformation stories using AI-generated content has reached a new record. Out of 1.486 fact-
checking articles, 205 focused on the use of this technology in disinformation, representing 14% of the total. 

As highlighted in the previous slides, AI has been consistently used to create false content related to the 
war in Ukraine, creating a reality that confirms Russian propaganda. This includes numerous videos 
of allegedly surrendering Ukrainian troops, as well as a fabricated video showing the Polish 
prime minister Donald Tusk yelling at Zelensky and accusing him of corruption. AI has been 
widely used also to create parallel realities where the political message of far-right forces 
is more convincing. For example, a video circulating in various countries showed 
a teacher in Ireland or the UK leading a classroom full of schoolchildren in Islamic prayer.

https://www.dw.com/en/fact-check-viral-videos-of-crying-ukrainian-soldiers-are-fake/a-74659145
https://demagog.sk/video-premiera-tuska-kriciaceho-na-prezidenta-zelenskeho-je-vytvorene-pomocou-ai
https://www.newtral.es/rezos-islamicos-colegio-reino-unido/20251112/
https://www.facta.news/antibufale/scuola-regno-unito-preghiera-islam-alunni
https://www.thejournal.ie/debunked-video-islamic-muslim-prayers-taught-primary-school-classroom-ai-generated-fake-video-6874547-Nov2025/
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AI generated images of Ukrainian soldiers 
crying/surrendering (e.g. in Pokrovsk)

Islamophobic news related to Zohran 
Mamdani and his election as mayor of NYC
(e.g. Isis celebrated his election)

Louvre’s stolen jewels were found in Ukraine

Erika Kirk is eight weeks pregnant

THE FOUR FALSE STORIES WITH 
THE WIDEST CIRCULATION IN THE 
EU IN NOVEMBER, BASED ON THE 
FACT-CHECKERS' REPORTS, WERE:

NOT EU

EU + Norway

EU+ Norway - No data  - 

https://factcheckgreek.afp.com/doc.afp.com.83P99ZQ
https://factcheckgreek.afp.com/doc.afp.com.83P99ZQ
https://maldita.es/malditobulo/20251121/bulos-desinformacion-zohran-mamdani-alcalde-nueva-york/
https://maldita.es/malditobulo/20251121/bulos-desinformacion-zohran-mamdani-alcalde-nueva-york/
https://maldita.es/malditobulo/20251121/bulos-desinformacion-zohran-mamdani-alcalde-nueva-york/
https://rus.delfi.ee/statja/120419150/pravda-li-chto-pohishchennye-iz-luvra-dragocennosti-nashli-v-ukraine
https://www.facta.news/antibufale/erika-kirk-incinta-8-settimane
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THE MOST SIGNIFICANT DISINFORMATION 
STORIES AT THE NATIONAL LEVEL:

The Czech government 
spent CZK 2.5 billion

on Ukrainian hospitals, 
while refusing to provide 

468 million to help victims 
of last year’s floods.

A leaflet urges Muslims 
not to vote, arguing that 
participating in elections 
goes against the Quran
and is therefore haram.

The state security service 
is investigating people just 
for hanging German flags.

There has been voting fraud 
in elections: 6.000 too many 
votes were allocated to the 
D66 party at a Rotterdam 

polling station.

https://demagog.cz/diskuze/stat-podporil-obeti-povodni-vyrazne-vice-nez-ukrajinske-nemocnice
https://demagog.cz/diskuze/stat-podporil-obeti-povodni-vyrazne-vice-nez-ukrajinske-nemocnice
https://demagog.cz/diskuze/stat-podporil-obeti-povodni-vyrazne-vice-nez-ukrajinske-nemocnice
https://www.tjekdet.dk/faktatjek/muslimer-opfordres-til-ikke-stemme-men-siger-koranen-det
https://www.tjekdet.dk/faktatjek/muslimer-opfordres-til-ikke-stemme-men-siger-koranen-det
https://www.tjekdet.dk/faktatjek/muslimer-opfordres-til-ikke-stemme-men-siger-koranen-det
https://www.tjekdet.dk/faktatjek/muslimer-opfordres-til-ikke-stemme-men-siger-koranen-det
https://www.tjekdet.dk/faktatjek/muslimer-opfordres-til-ikke-stemme-men-siger-koranen-det
https://correctiv.org/faktencheck/hintergrund/2025/11/21/deutschlandflaggen-in-nrw-weidel-teilt-falsche-informationen-ueber-ermittlung-des-staatsschutzes/
https://correctiv.org/faktencheck/hintergrund/2025/11/21/deutschlandflaggen-in-nrw-weidel-teilt-falsche-informationen-ueber-ermittlung-des-staatsschutzes/
https://correctiv.org/faktencheck/hintergrund/2025/11/21/deutschlandflaggen-in-nrw-weidel-teilt-falsche-informationen-ueber-ermittlung-des-staatsschutzes/
https://factchecknederland.afp.com/doc.afp.com.833R4KE
https://factchecknederland.afp.com/doc.afp.com.833R4KE
https://factchecknederland.afp.com/doc.afp.com.833R4KE
https://factchecknederland.afp.com/doc.afp.com.833R4KE
https://factchecknederland.afp.com/doc.afp.com.833R4KE
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METHODOLOGY

The information contained in this brief was collected via a questionnaire sent to 
the fact-checking organizations that are part of the EDMO fact-checking network.

Reference period: 1-30 November 2025. Number of respondents: 32. Main editors of this 
brief: Lucia Bertoldini and Tommaso Canetta, Pagella Politica/Facta.

For further information: t.canetta@pagellapolitica.it.

EDMO has received funding
from the European Union
under Contract number: “LC-01935415”

https://edmo.eu/fact-checking-community/
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